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“BbICOKMe TexHosnorue, besynpeyHoe Kauecrso"

‘TexHonornyeckue pewieHus And XXN3HU U
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CKue pewueHuna ana XXu3Hm m bu3Heca

Komnanus «MOZ TECHNOLOGY» 6bina ocHoBaHa B 2017 roay, Ho
HeCMOTpA Ha 3710 CNeKTp peLleHunin, NpeanaraeMblx Hallei KoMNaHuei,
0XBaTbIBAeT MPAKTUYECKM BCE HANPABNEHNS PA3BUTUS COBPEMEHHDIX
TeNeKOMMYHUKALMOHHbIX TeXHoNormi. OpmeHTaums Ha NpoayKLMIo

nunpepos MnpoBsoro |T-prHKa, CaMble COBpeMeHHble pelleHna
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no co3aaHuto IT n MHXeHepHbIX MHPACTPYKTYP NPeLnpuUATHiA

noboro macwraba. CepTudnuUMpPOBaHHbIE NHXEHEPBI,

Npo¢eCCMOHaNbHbIA MEHEIYKMEHT NPOEKTOB U
WHAMBUAVANbHbIA, TMOKMI noaxon B pabote

C KINeHTaMW.

EHN

MbI NOCTOSIHHO CTPEMUMCS K TOMY,
470 6bl BbICOKOTEXHONOMMYHbIE HABUTALMOHHbIE
PELLEHNS CTANN YACTbHO HALLEN XU3HU U CAeNanm ee
bonee komdopTHON U besonacHoin. Mbl ybexxaeHbl,
YTO MHPOPMALMOHHBIE TEXHONOTUM AOMKHbI
0TBEYaTb LESIIM M 3af,a4aMm KIlyeBoro busHeca.
OpueHTaums Ha MHTEpechl 3aKa3uuka. [nybokoe
N3y4yeHne acnekToB fesTe NIbHOCTN KMEHTa
BCeraa No3BOMSET HAXOANTb IKCKITH3UBHbIE U
Hanbonee 3G eKTMBHbIE PELLEHMS.

“NHdopmavmoHHbIe TEXHONO NN, g
6esynpeynoe kdbecrso" _—— _ MpenocTaBneHne TeXHONOrMYHbIX U CaMbIX
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BIG DATA

Big data — 310 pa3nnyHble MHCTPYMEHTbI, NOAXOAbI U
MeToAbl 06paboTKM KaK CTPYKTYPMPOBAHHbIX, TaK 1
HEeCTPYKTYPUPOBAHHbIX AAHHBIX /15 TOTO, YTO6bI UX
NCNONb30BaThb AN KOHKPETHbIX 3aay W Lenei.

"pMMEHEHME N BO3MOXHOCTK:

06bEMbI HEOAHOPOAHOM M bbICTPO MoCTYNaloLLen
undposon nHopmauum 0bpabotatb TPaANLMOHHLIMK
WHCTPYMEHTaMMN HeBO3MOXHO. (aM aHanu3 AaHHbIX
No3BOJNISIET YBUAETb ONpefieNiEHHbIe U HE3aMeTHbIe
3aKOHOMEPHOCTH, KOTOPbIE HE MOXET YBUAETb
YenoBex.

370 N03BONSET ONTUMU3UPOBATbL BCE CPepbl HaLLei
YKM3HW — OT FOCYAAPCTBEHHOrO YNPaBNeHus 40
NPOM3BOACTBA U TEIEKOMMYHUKALMIA,

bonblune faHHble n byaylee — B 0CHOBe
KOMMepUeCKoi AesTeibHOCTU NIeXUT bonbLion
00beM [IaHHbIX, KOTOPbIA MOXHO «CKOPMUTb»
KOMMbIOTEPY W 3aCTaBUTb €ro OTbICKMBATb TUNOBbIE
aJIrOPUTMBbI WM NPUHUMATL PeLIeHNUs Ha 0CHOBe
NpPOLLEHTa BEPOSTHOCTM B TOM MaciuTabe, ¢ KOTopbiM
MPeKpPacHo CNpaBNSeTCs YesioBekK.

PELUEHWUA W YUIVIN ANA LOfios

XocTuHr -

ApeHpa cepBepos *

Buptyanusaums -

Pewenwus Firewall -

(MHXpOHU3ALMSa W pe3epBUPOBaAHME *
NcnonHeHne cuctemHoro kKabuxera -

PeweHuns n npunoxenuns ana ynpasnenus L0 -




Bupeonabniopenne CCTV

Hawa komnaHus npefocTaBisieT pa3HoobpasHble
nepefoBble TEXHONOMMYHbIE PeLIeHNs U3BECTHbIX
MMpOBbIX Npou3BoauTenei 0bopyaosaHus ans
BUAEOHAONIOAEHNUS M aHaNW3a BUALO3ANUCK

Nnoj, NpeasIoKeHNs pasnnuyHbIX NpeanpusThi u
CTPYKTYP. BMecTe ¢ HaWwmMm KnueHTaMu Haxoas
NoaxoAsiLee peweHne, BHeAPAS AaHHble CUCTEMBbI,
Mbl NMOBbILWaeM 6e30MacHOCTb U KOHTPOSIb.

MPOTUBOMNOXAPHbIE CUCTEMbI

JpdeKTUBHAA CMCTEMA NPOTMBONOXKAPHOIA 3aLUMTbI — ITO
KOMMAEKC, KOTopbln He npocTo 3¢ ¢dpeKTMBHO bopeTcs

C OTHEM, OH, B NPUHLUNME, AOMKEH NPEAOTBPATUTD
nosiBNeHNe noxapa.

1. CurHanusauus

2. CeTu onoBewweHns n ynpasneHmne IBaKyaumei

3. (uctemMa aBTOMATMYECKOrO TYLLEHNS NoXapa

Bce 3tm cuctembl mexxay coboii 3aBsi3aHbl Ha

0fHOM Lenun - 3GPeKTMBHOE TyYLIEHME MOXAPOB C
MWHUMAJTbHbIMU NOTEPAMN MATEpPUaNbHO-TEXHNYECKNX
LeHHocTein u nopen. OnTumanbHble n 3GdeKTUBHbIE
pewenus n 0bopynoBaHMe NpefoCTaBNSEMbIE HALLEN
KOMNaHuen No NPOTUBONOXKAPHOI YacTh ABNAIOTCS
N3BECTHbIMU MUPOBbIMK HpeHaaMM.




IP TenedoHmns

* Cucremol IP Tenedonunm
* ABTOOTBETYMK W 3BYKOBbIE CO06LEHNS
* 3anuco

« [loctynHoe Web ynpasnexue un
AeTanu3auns

* Wnterpaums 8 JIBC

- Npunoxenns Voip (Voice over IP)
* [lpunoxenns pns aboventos IP
* WnTerpaumnsa cmaptdoHoB

- (all uentp

* becnpoBogHbie pelweHns U3nosb30BaHus
IP TeneoHMN Ha CTPOMTENBHBIX U MHBIX
obbeKTax.

LED 3KPAHbI

* Hawa KomnaHnusa nmes 60nbLwION oNbIT,
NpefoCTaBAseT YUIYrn N0 MOHTAXY W
nyckoHanagke LED 3kpaHoB nobbix mogenen n
Pa3MepoB KaK BHYTPEHHNX TaK W HAPYXKHUX.

- (neumanbHo ANs KNIMEHTA HALM CNeLmanncTbl
NPOKOHCYNLTUPYIOT U NofbepyT Hanbonee
BbIFOHOE MPeAJIoKEHUe MO pa3Mepy U TUny.

* Led 3KpaHbl UMEIT MHOXECTBO NPEUMYLLECTB,
Cpeny KOTOPbIX MOXHO BbIAeNNTb BbICOKYIO
APKOCTb M306paXeHns 1 NerkocTb Npu
BOCCTAHOBNEHWUN NOBPEXEHHbIX Y4aCTKOB

* YnpasneHue LED nanenei Moxet bbiTb Kak
Ya/IeHHbIM TaK M CTaLMOHAPHbIM




WHTennekTyanbHble TPAHCMOPTHbIE
cMcTeMbl

IT0 COBOKYMHbIA TEXHUYECKNIA U TEXHONIOTMYECKUI
KOMMIEKC CMcTeM, 06beAMHAIOLWNA NOACUCTEMDI
be30nacHOCTM 0TAENbHBIX TPAHCNOPTHbIX

CpeacTs 1 opraHu3auum 6e3onacHoro JOpoXHOro
ABIDKEHMNS B LILNIOM, a TaKXKe npefocTasBneHmns
WHPOPMALIMOHHOIO CepBNCa A1 YHaCTHUKOB

fopopa byayuwero ¢ MHTErpauuen Cambix
COBpPeMEeHHbIX TeXHONM0run

OnepatusHoii 3apayen UTC sasnsetca
OCYLLECTB/IEHNE W NOLAEPIKKA BO3MOXKHOCTH
ABTOMATU3MPOBAHHOIO N AaBTOMATUYECKOro
B3aMMOJENCTBMA BCEX TPAHCNOPTHbIX
CyObeKToB B peasibHOM MacwTabe BpeMeHm

Ha afanTuBHbIX npuHumnax. Mocrpoenne UTC
HEBO3MOXHO 6e3 pa3paboTKu u peanusaumm
MPOEKTHbIX peLeHnin No GopMUPOBAHUID CPefbl

JIOPOXKHOTO [ABVXEHUS W NOTEHLUANTbHbIX B - (Komnnekca) cBA3M, y4UTbIBaKOLLER BCE BUAbI
Cy6bEKTOB TPAHCMIOPTHOTO MPOLECCa. T Ty ey (BA3€BOr0 B3aMMO/IENCTBMSA, OT NPOBOAHbIX
b ﬁ ] (BbICOKOCKOPOCTHbIE ONTOBO/IOKOHHbIE CeTh) 0

becnpoBoaHbix (GSM, GPRS).

CrpykTypa 0bbekToB UTC B 3HauUnTENbHOM

CTeneHn onpenensetT KOMMIeKC rpynn noacucTem,
ABNAIOLLMXCA B COOTBETCTBUM C MUPOBbIM OMbITOM
yacTblo KomnnaeKkcHbix npoekToB UTC. K rpynnam
NoACUCTEM OTHOCATCA MOACMCTEMBI ANCNETYEPCKOrO
yNpaBneHns BCEMM KAaTeropusimm TpaHCnopTa,
BbINOSTHAIOLLEr0 KOMMEpUECK1e U LeneBble

nepeBo3KM, MOACUCTEMbI YNIPABAEHNS TPAHCMOPTHIMMU
NOTOKaMM, NOACMCTEMbI MHPOPMALMOHHOTO CEPBUCa,
a TaKKe rpynnbl NOACUCTEM JOPOXKHOIO XO3ANCTBA, B

TOM YKCIE MO KOHTPOJIK TPAHCMOPTHON CUTYALMN U 3

cocTosgHMeM poporn.




NlokanbHas BbluncutenbHaa cetb (J1IBC, LAN - Local
Area Network) — 3T0 COBOKYMHOCTb annapaTHOro

W NPOrpamMMHOro obecneyeHms, NO3BONSIOLLETO
06beAMHNTL KOMMNBIOTEPDI B €AMHYI0 PAaCNpefesieHHY0
cuctemy 06paboTkn U xpaHeHusi uHpopmauum. Bce
CepPBUCHI N JOMOSTHUTEIbHBIE YCTPOACTBA TaKXKe
BaXKHbl, HO OHM He 3apaboTaloT B OTCYTCTBAM FPAMOTHO
CMPOEKTUPOBAHHON N CMOHTUPOBAHO NOKANbHOIA

cetn. K annapatHomy o06ecneyeHnio MOXHO OTHECTH
KOMMbHTEPbI, C YCTAHOB/IEHHbIMU Ha HUX CETEBLIMM
afianTepamu, NOBTOPUTENN, KOHLLEHTPATOPbI,
KOMMVYTATOPbI, MOCTbl, MapLLPyTU3aATOPLI U Ap.,
CoefVHeHHble Mexay coboit ceTeBbIMK Kabensamu.

- HDOEKTVIDOBBHVIE 1 MOHTaX C1aboTOYHBIX ceTei

CKC NBC n BONC

- [poekTnpoBanue becnposopHbix ceteit (Wi-Fi)
* Mcnonb3oBaHme TEXHONMOMMYHbIX PeLLeHnin OT

BeAyLmMxX nponssoauTenen

- YcTaHoBKa u KodurypupmeaHue obopyaosaHms
- YcTaHOBKa W HacTpoiika bpanamayapa (Firewall)

obopypoBaHus

- TECTVIDOBaHVIG N COCTaB/ieHne 0T4eTOB KaK C

MeJHbIMMN TaK 1 C onTnyeckum Kabenem OTDR un
FLUKE NETWORKS LINKWARE




PELUEHWA A9 BONC, CKC W NIBC

* B HacToswee BpemM4a C03A4dHO bonbloe KonnyecTeo - M S . o : DEWEHIS 110 03RVUURAHIS 1

JIBC, KoTopble pa3nuyaioTcs anroputmamm pabotbl, | _
CTPYKTYPOii OpraHn3aumu, Tononornamm, pasmepamu. Oxu : ; 111 PR - OMOBELLEHMS
3KCNAYaTUPYIOTCA B pa3HblX CTPAHaX MUPa, Ho TpeboBaHms, : : ) b ¢ '

NpeabABNSEMbIE K HUM, IBASIOTCA 0OLLENpPUHATLIMA. CucTeMbl 03BYUKY ¥ OMOBELLEHIS WMPOKO

NCNONb3YATCA B OTENSAX, a3PONOPTaX,
06pa30BaTeNbHbIX 3aBeIEHNSX, TOPrOBbIX LEHTPaX,
Ha dabpuKax, a TakKe MHOTUX JPYTuX MecTax.

 HapexxHocTb. OAHO M3 rNaBHbIX CBOWCTB, HALENIEHHOE
COXPAHUTb NOJTHOE N Ya(TU4YHOoe q)yHKLI,I/IOHI/IpOBaHI/Ie npun
MNONTIOMKe HeCKOJIbKKUX Y3J10B.

Komnauua MOZ Teknoloji ncnonb3ys onbIt v
NoCIefHME TEXHOMOMMYHbIE peLueHns B cpepe
3BYKa NpefoCTaBNseT KaueCTBeHHble YUy
N0 MHTErpaLyy N BHEAPEHUIO 3BYKOBOIO
obopynoBaHus.

- (KopocTb. BakHeniwee CBOMCTBO, XapaKTepu3yioleecs
HaMYneM BbICOKOCKOPOCTHbIX KaHANOB Nepeaayn AaHHbIX.

= Apantauus. CBONCTBO NOKaNbHO-BbIYNCIIUTENbHON
CeTW, HanpaBNeHHOoe Ha paclwupeHue: paboumne cTaHuUM
yCTaHABNMBAKTCSA B TOM MeCTe, rae 3T0 notpebyercs.




IP CUCTEMbI BbI30BA ME[ICECTEP

TexHonorus, ynpaensioLwas cMcteMamm BbI30Ba
mefcecTep, NnpeBpaTuiacs B MU LUGPOBbIX U CeTEBbIX
CMCTeM Ha ocHoBe IP, KoTopble MOMOIIN YNYULINTL YXOL
3a naumeHTamm B bonbHULAx. (ncTeMbl BbI30Ba MefcecTep
CTAHOBATCA 60nee NHTYUTUBHO NOHATHBIMU U NPOCTHIMK
B MCMONb30BAHNM, CO CMELMANU3NPOBAHHBIMUN ONLMUAMMN,
npeAHa3HayeHHbIMN Ans 06paboTKM 3aNpoCoB NALMEHTO

* |P cuctema nanaTHoi CMrHanu3auum

* (ncrembl BbI30Ba mepcecrep

» (ucrema Bbi3oBa Bpaua

= KopoBblit CMHWi 3BOHOK

* KopmoBbiit po30Bblit 3BOHOK
» (wrHan BbI30Ba Haaf ABepPbIo

» (mucrema BbI30Ba y KpoBaTth 60NbHOO

- pquaFI cucrema BbIi30Ba MefacecTep

PELLEHWUE pna BbI3OBA NEPCOHAJIA B
MEANLIMHCKUX YYPEXXOEHUAX

Takne cucTembl TaKKe B3auMOLENCTBYIOT C
NHPOPMALMOHHbIMK cucTemami bonbHuy, (HIS), ncnonbays
WHTENJIEKTYalbHbIe YCTPOACTBA B KOMHATaX NaLMeHToB. ITn
NPUNOXXEHNS AAIT COTPYAHUKAM HONbHULBI BO3MOXKHOCTb
3BOHUTb APYrUM COTPYAHUKAM; MOMECTUTL aBapUHYIo
CMTYaLMIO C MepPCoHanoMm, HOpMasbHbIA UK KOLL0BbIN
CMHUI 3BOHOK U HAaNTU MHGOPMALMIO O NaLMeHTe.

(uctema BbI30Ba B BAHHON KOMHaTe M Tyanerte-

NHdpopmaumoHHas naHenb BbI30BOB*
[MaHenb BbI30Ba IKCTPEHHON NOMOLLM*
CepBep u nporpamHoe obecneyeHue -

[n3aiH 1 NpOeKTUPOBAHNE CUCTEMbI®



TexHonornyeckue pelieHnsa ang XusHun n busHeca

KUBEPBE3OMACHOCTb

KnbepbesonacHocTb — 370 peanu3auus mep
Mo 3aluTe CUCTEM, CETE U MPOrPaMMHbIX
NPUNOXeHN oT uMdpPOBbLIX aTaK. Takue atakm
06bIYHO HanpaBneHbl HA NOYYeHNe JOCTyNa

K KOHOUAEHUNaNbHO MHdOpMaL K, ee
N3MEHEHWE N YHUYTOXKEHMNE, HA BbIMOTaTe/IbCTBO
y NONb30BaTesNel AEHer UM Ha HapyLIeHue
HOPManbHO paboTbl KOMNAHMIA. YCnewWwHbIN
noaxop B chepe KnbepbesonacHocTm
BbIPA)XKaeTCs B BUAE MHOrOYPOBHEBOI 3aLLNThl,
0XBaTbIBALLEHA KOMNbIOTEPbI, CETH, NPOrpaMMbl
UK AaHHble, KOTOpble Heobxoanmo obesonacuTs.

[ins pocTvxKeHmns 3Ton uenu kKomnanug M0Z

npeanaraeT pasNyHoe aKTMBHOe 0b0pyLoBaHue

0T MMPOBbIX NUAEPOB N0 KnbepbesonacHoCTH u

nporpaMMHoe obecneyeHue, BKNYawLLee

bpaHaMayapbl, aHTMBUPYC, CpeAcTBa 0OHApYXeHus

W 3awunTbl BTOPXKeHUR, «Endpoint Security», a Takxe

cucTeMbl 6€30MacHOCTYH, KOTOpbIe SBASIOTCA ONepaLoHHbIMMU,
OpVEeHTMPOBaHHbIe HAa 6e30NaCHOCTL U NPUKNAAHOW AHANUTUKK
yrpo3, 4tobbl 0becneynTb KAMeHTaM NoBbIEHHYI0 He30nacHoCTb
W NYYLIYI0 BUAUMOCTH TOFO, OTKYAA UCXOAAT Yrpo3bl.
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